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e To improve how organizations identify,
guantify, measure and monitor risks

A critical step on the path to Enterprise

Risk
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« Mankind learned quickly to identify
risks and deal with them
(IDENTIFY)

« Some were pure harm, others had
an upside as well (ASSESS)

* And, the most serious, are the
risks no one considered
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Mechanics : how to construct a risk map
from your data and/or your ingenuity

Tactics : how Risk Maps support risk management decisions
Strategy : connecting Risk Maps and Enterprise Risk initiatives
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o Standard example your 2007 budget
« Common standard “expected value”
e Objective: to beat It.
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We don’t pick our risks; our risks pick us.

Risk Maps do not concentrate on the expected, but the unexpected
with a potential for impact

We hope never to experience these ‘risk mapping’ events, but if their
probability reaches the radar, then we need to plan for them

Why Risk Maps: the possibility to learn/to plan/to avoid ...
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 Don’t get too up on data quality and
Intimidating methodologies

e Justdo it! Ad hoc iIs better than no hoc.
* Improve with experience
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e Scenario approach based on expert
opinion and industry experience

e Statistical method when data are
avallable and credible: rule of thumb: 50 or
more historical events.
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* Risk categories may vary, but often include:

— Financial Technology
— Operational Security
— Resource Political

— Legal Ethics/Compliance
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Do the research to develop focused
guestions, consider:
— what makes your organization unique?

— what are the global legislative, legal

environmental factors impacting your
iIndustry?

— Use standard templates with caution
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Send out Questions three to five days before interview.
Two interviewers, one asks / one records answers

Stay on task—don’t be intimated, argumentative, defensive
Use open questions: Ask what, how, why, etc.

Use closed questions to bring closure: Ask: Can...?, Would...?, Do...?, Are...,
etc.

Monitor time and body language, 90 minutes maximum

Repeat the same questions for different Executives  .(Use 10 to 15 questions
for the combination of General and Specific areas)

Confirm notes and consolidate into a summary
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e RiIsk Identification IS creative detective
work
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Measure risks in four dimensions:

— Frequency : probability of a given number of loss events per year
— Delay in Results : length of time to observe the impact of an event
— Severity : range of loss values that a given event produces

— Correlation : the influence that one event has on another event
occurring
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e Creativity advocate
e Patience, interactive
e YOU are never done!
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Mark Jablonowski, CPCU, ARM
AVP, Senior Research Analyst
Conning Research & Consulting
Hartford, CT 06103




Decision criterial




The biggest value of risk maps lies in the
assessment of high-stakes risk

How do we go from risk maps to high-stakes
decision?




The History of Risk Maps

F. R. Farmer, “Reactor Safety
and Siting”, Nuclear Safety, 1967.

An Early Risk Map Example,
With “Limit Lines”

(from Schleicher & Cady,
“Stochastic Decision-Making
Applied to Nuclear Reactor
Safety”, Trans. of the American
Nuclear Society, 1972)
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Uncertainty (Knowledge Imperfection
Beyond Randomness, i.e. Intervals, Fuzziness)

What Are the Criteria for High-Stakes 1 3
Risk Acceptance/ Rejection?

Probability

Loss
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“Where the threat of serious or irreversible harm to people, property
or the environment exists, actions must be taken to remove this threat.
These actions include prudent avoidance, loss prevention efforts, and
the search for effective alternatives. Lack of full scientific certainty

as to cause and effect shall not preclude these preventive actions
when at least the possibility of catastrophic impacts exists.”

Prospects for Strict Liability?
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Questions?
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1. Remote * 1in 100+ year event

* 1in 50 - 100 years

3. Possible  1in 15 - 25 year event

*1in5-15 year event

5. Certain «1in1 -5 year event




C. Significant

E. Severe
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 Less than $250,000; little qualitative risk

e $250,000 - $1,000,000; low qualitative risk
« $1,000,000 - $5,000,000; moderate qualitative risk
« $5,000,000 - $25,000,000; high qualitative risk

» Greater than $25,000,000; extreme qualitativie ris
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1 |WORKERS' COMP LOSSES

2 |LIABILITY LOSSES LIKELY SERIOUS
3 |HURRICANE DAMAGE POSSIBLE

4 |TERRORIST ATTACK POSSIBLE

5 |SHAREHOLDER LAWSUIT UNLIKELY
6 |TOXIC TORT CLAM POSSIBLE

7 |NEWPRODUCT INTRO FAILURE POSSIBLE MODERATE | MODERATE

8 |[NEW COMPLIANCE REQUIREMENT POSSIBLE SIGNIFICANT | MODER ATE

9 |[PRODUCTION MACHINERY FAILURE LIKELY

10 |PLANE CRASH w/SENIOR MANAGEMENT SERIOUS




SEVERITY

CERTAIN

FREQUENCY

LIKELY POSSIBLE UNLIKELY REMOTE

MODERATE SIGNIFICANT SERIOUS SEVERE

LOW




 Use the Tree JMP examples; with a coded
system for Freq and Severity
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 Distribute a risk mapping scenario with
graph paper
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 Will become generic in the next three years;
Issue need to replace it with drug in pipeline

* |s under challenge by a rival company over the
patent rights

 |s allegedly causing serious side effects in a
small number of patients
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Use your own experience (coupled with
Industry), if you follow these simple steps:

— Sort your losses from lowest to highest (show the full
claim values regardless of any risk transfer programs)

— Calculate the percentiles based on that ranking, you
will produce the following Table
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This information
provides the basis to
determine the
probability
distribution for
frequency and
severity.

)
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Percentile Analysis Workers Compensation

Workers Comp Med Only

Workers Comp Lost Time

MO LT
Cum Percent |[Incurred Cum Percent Incurred
MAX| $90,000 MAX]| $6,500,000
99 $8,260 99| $338,865
90 $1,880 90 $99,006
80 $1,039 80 $52,011
75 $832 75 $40,619
70 $686 70 $32,169
60 $504 60 $21,931
50 $382 50 $15,233
40 $295 40 $9,676
30 $228 30 $6,082
25 $198 25 $4,678
20 $168 20 $3,559
10 $107 10 $1,606
1 $6 1 $333
MIN $2 MIN $47
MEAN $879 MEAN $39,740
FREQ 27,551 FREQ 7,230
STD DEV $1,974 STD DEV $105,037
STD DEV MEAN $12 STD DEV MEAN $1,235
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Frequency * Severity = Losses
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e (in hand outs,
we have
logarithmic
graph paper for
you to create
your own Risk
Maps)
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* Presenting risk probabillities graphically elicits
more appropriate risk decisions

Stone, E.R., Yates, J.F., & Parker, A.M. (1997), Effects of
numerical and graphical displays on professed risk-

taking behavior. Journal of Experimental Psychology:
Applied, 3(4), 243-256
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e Making it Understandable
« Making it Actionable
e Making it Perfect
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Improved communication and awareness of emerging
risk issues

Systematic platform for discussing risk issues,
Investments and resource allocation with executive &
finance management

ldentify risk areas company is not addressing --
technology dependence, bird flu, etc.

Net result: Better decision making, fewer surprises
more risk control opportunities




Concept of LEARNABLE

& On & ) " & Harvard text—why do it:

documentation of action
plan AND a written
document from an
independent source will
get attention.

They aren’t for everyone

Systematic identification & analysis is the first
requirement

Don’t mistake precision for accuracy and significance

Remember that measurement is not the real objective;
Its action to eliminate, transfer and control risks!

The journey, not the destination.




